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This publication forms part of a suite of benchmark reports produced by the G20 Global Smart Cities
Alliance to analyse trends in smart city governance across the 36 Pioneer Cities of the Alliance.

Introduction

As municipal authorities and services become

more connected through procurement of smart city
solutions, exposure to cybersecurity risks increases.
Cybersecurity should be a high priority for any city,
even in the absence of a smart city agenda, as
cybersecurity threats exist everywhere. Designating
responsibility and accountability for cybersecurity is a
step towards protecting a city and its public services
against cyberthreats. According to the model policy,
one senior officer or a group of key senior individuals
within a city should have the ultimate responsibility
for cybersecurity and any breaches of security. This

Key findings

— Accountability to senior leaders is a key
requirement in the model policy. A senior
official should be given the responsibility for
cybersecurity and a cybersecurity plan should
be reviewed regularly by senior management.
Less than half of Pioneer Cities have
met these basic requirements for senior
accountability (13/28 cities) (Figure 1).

person or group should evaluate, direct and monitor
the design and deployment of effective information
security measures for smart services, and be
answerable for the response to and recovery from
any cyber incident. There should also be full buy-in
from the executive city leadership.

Some 28 Pioneer Cities provided details of
their cyber accountability policies. Figure 1
shows the extent to which a policy for
cybersecurity accountability has been adopted
in these Pioneer Cities.

— Cities should have a governance framework
that is reviewed regularly. Senior management
carry out regular reviews of the cybersecurity
governance framework or plan in about half
of the Pioneer Cities (15/28 cities).’

Dubai has set up an office for cybersecurity in each of 133 government entities and
semi-entities. The cybersecurity governance framework is reviewed annually by the
director-general’s office, which functions as an audit practice.”?

Dubai, UAE

— To understand the potential cybersecurity risks,
a senior responsible officer needs to have an
up-to-date inventory of the city’s information and
communications technology (ICT) infrastructure
and assets, including devices, users, networks,
data and applications. This also should include
operational technology as well as information
technology assets. More than half of Pioneer
Cities, and most in Europe, maintain an up-
to-date inventory (18/28 cities).® Most Pioneer
Cities in Europe state that their data inventories
are up to date. This could be due largely to
the implementation of General Data Protection
Regulation (GDPR) regulations in the European
Union.*

— The officer responsible for an up-to-date
inventory needs to be informed about new
technology deployments that will add to this
inventory. This is to ensure that minimum
standards are adhered to for new ICT
deployments. In less than half of Pioneer
Cities, the IT function is not always informed
about new technology deployments (11/28
cities).® This means that the IT function may be
out of the loop and unaware of new technology
assets in less than half of these cities.
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FIGURE 1

Source: Deloitte analysis
of Pioneer City Policy
Assessment data, March 2021

The current state of play

Compared to other model policies in our assessment,
the Pioneer Cities have made good progress with
this model policy. This may reflect the seriousness

of the cyberthreats cities face. Even so, cities should
consider areas for improvement, particularly if they do
not yet apply the model policy recommendations:

— Establish a structure for senior leaders to be
informed about cybersecurity in their smart

city deployments and other systems and be
accountable for them

— Develop a better way to understand
cybersecurity risks to which the city is exposed
across all departments

More guidance on these points can be found in the
model policy.

Adoption and implementation of policies for cybersecurity accountability

Cities with a written policy®”

Yes without
evidence (8)

Yes with
evidence (6)

No (14)

Cities with funding/resources allocated'*!!

No (19)

Yes with
evidence (4)

Yes without
evidence (5)

Cities with policies implemented?®®

“ -

Yes (13)

46%

Cities interested in the model policy'>'?

Interested in
improving

existing policy (9)
1% Not interested (3)

Interested in

adopting model

policy (1)

Not sure yet (15)
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Dubai, United Arab Emirates
eThekwini, South Africa
Faridabad, India

Gaziantep, Turkey
Hamamatsu, Japan
Hyderabad, India
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Endnotes

CAb5.1: “Does your city’s senior leadership review a cybersecurity governance framework or plan on a
regular basis (e.g. once per year)?”

Interview with city officials of Dubai, conducted on 18/3/21, on Zoom.

CAb5.2 “Does your city have an up-to-date inventory of existing infrastructure including devices, users,
networks, data and applications which might affect the city’s cyber threat landscape?”

Intersoft Consulting, “General Data Protection Regulation GDPR”, May 2018: https://gdpr-info.eu(link as of
14/6/21).

CA5.4: “Do city departments always inform IT or your senior responsible officer before any new
procurements of technology solutions?”

Pioneer City Assessment Survey CA2.1: “Does your city have a written policy (or set of policies) that defines
which senior officer(s) in the city has accountability for cybersecurity?”

CA2.3: “Please share a link to the most relevant document — link.”

CA3.1: “Please provide the job title of the senior officer with direct accountability for the following cyber-
related duties.”

CAb5.1: “Does your city’s senior leadership review a cybersecurity governance framework or plan on a
regular basis (e.g. once per year)?”

CA4.2: “Are there resources or funding available in your city government to ensure privacy impact is
assessed for new technologies?”

CA4.3: “Please describe these resources — funding/budget per year.”

CA7 .4: “Having reviewed the model policy, will your city work towards adopting the model policy or some
version of it in the future?”

CPPF2.1: “Please select all model policies that your city will be working on in future stages of the Pioneer
Programme (including attending workshops and developing policy proposals).”
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