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This white paper maps the risks of 
using various forms of digital currency, 
compared with existing forms of payment 
and currency. These insights could inform 
the drafting of principles for consumer 
protection for each type of digital currency.

Preface

With each advancement in payment technology, 
consumers face new opportunities, but also new 
challenges and risks, not all of which are easily 
perceptible. This was certainly the case with the 
introduction of e-money, which presented new 
concerns around information disclosure and 
variability in regulatory regimes, to name a few.1 
In the context of stablecoins, some of these 
challenges are already becoming clear, such as 
ambiguity in redemption rights and schemes 
backing the valuation. Assuming that consumer 
trust is critical for adoption, careful consideration 
of appropriate consumer protections is warranted 
before central bank digital currencies (CBDCs) or 
stablecoins are moved into widespread use.2 

It is important to note that one of the reasons 
innovation occurs is in response to consumer 
demand; that is, new approaches are often  
(though not exclusively) developed to meet  
a need or provide a new benefit. It is essential 

to preserve these benefits while also ensuring 
protection and safety. This balance can be  
achieved by examining the totality of options 
available to consumers and assessing the  
relative risks and benefits that exist within the 
relevant context. Furthermore, it is important  
to note the potential for regulation to stifle  
both competition and innovation if it is not 
inclusively developed. 

This paper sets out a typology of risks to 
consumers, associated with different digital 
currencies and different technology and governance 
options. Our analysis aims to help consumers, 
consumer-rights advocacy groups and policy-
makers to better understand the risks. It also 
provides some high-level principles to guide 
policy-makers and regulators in designing an 
effective and coordinated consumer protection 
programme, as well as in identifying who 
owes duties to consumers in this context. 

Digital Currency Consumer 
Protection Risk Mapping

November 2021
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This chapter addresses three broad areas of the  
risk landscape associated with the introduction  
of digital currencies:

 – Key issues to consider when mapping risks 
posed by digital currencies

 – The notion of consumer protection in  
digital currency

 – The general risk to consumers where newer 
products mimic legacy products and appear 
familiar, without the technology underpinning them 
being subject to a similar regulatory framework

As discussed in more detail below, some of  
the key issues to consider when mapping  
the risks posed by digital currencies include  
the following:

 – Stablecoins and CBDCs may carry different 
risks and benefits to consumers 

 – Risks may differ according to context, including 
across different types of users

 – Not all risks are equal; some top-line consumer 
risks may warrant special attention

 – Different ways of using digital currencies  
can attract different types of risk

 – Accountability can be difficult to determine and 
enforce in stablecoin ecosystems

Our approach to mapping the risks posed by digital 
currencies is demonstrated in the graphic at Figure 1.

Key issues to consider when mapping risks  
posed by digital currencies

The risk landscape  
of digital currencies

1

1.1
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Identify potential 
new technology

Identify market 
use cases

Identify consumer 
categories within 

use cases

Establish accountable 
parties associated 

with use cases

Establish risks associated 
with different consumer 
categories per use case

Consider new 
consumer protections 

and application

Identify existing consumer 
protections and consider 

analogous application

Compare risks of use 
cases with existing 

technology

Identitfy consumer rights 
and accountable party 
duties applicable to the 

new technology

and

or Non-comparableComparable

A suggested approach to mapping the risks posed by digital currenciesF I G U R E  1

Stablecoins and CBDCs may carry different risks and 
benefits to consumers

Generally, the risks that consumers face when 
using stablecoins may be of a different class 
from those posed by CBDCs. Whereas a CBDC 
carries the weight of the issuing central bank, a 
primary concern with stablecoins, in the context 
of consumer protection, is value and backing. 
Stabilization methodologies used to maintain the 
value of stablecoins are affected by a variety of 
concerns, such as the credibility and willingness 
of the issuer to maintain the stabilization and 
reserve backing, the choice of backing mechanism, 
the types of governance structures, the way 
the issuance is managed and the redemption 
and technical choices that are made.3

As a CBDC constitutes a direct central bank  
liability, CBDCs benefit from tested architecture  
to preserve value. On the other hand, CBDCs  
may present privacy issues, depending on 
their design.4 For a more detailed discussion 
on potential privacy design choices for 
CBDCs, please refer to the white paper in 
this series entitled Privacy and Confidentiality 
Options for Central Bank Digital Currency. 

This white paper focuses primarily on stablecoin 
consumer protection issues, while also mentioning 
where these may be relevant to CBDCs.
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Risks may vary according to different types of users

Some top-line consumer risks warrant special attention

In identifying risks, this paper acknowledges that 
risks may differ across different types of users. This 
is particularly true in the case of stablecoins, where 
some of the applications result in different potential 
users. In this paper, the term “users” refers to everyone 
who participates in distributing and holding digital 
currencies, while the term “consumers” refers to the 

end-users, whose interests would typically be subject 
to consumer protection policy and regulation in the 
face of new technology. Figure 2 shows examples of 
potential user categories, which may affect choices 
made in respect of consumer risk mitigation. The 
figure is not intended to be an exhaustive list, but 
rather a high-level example of use-case categorization.

In carrying out a mapping of consumer risk areas, 
an exhaustive approach creates the potential for 
blind spots and over-comparison, particularly in 
a new and fast-developing sector. Nonetheless, 

Figure 3 highlights some top-line consumer 
risks that warrant special attention, due to their 
widespread nature and the danger they pose to 
both the individual consumer and the wider public.

Low value users 
(capped value)

High value users/
bulk settlement

Service providers
(e.g. lenders)

Service recipients
(e.g. borrowers)

Novice investors

Sophisticated 
investors

Identify consumer 
categories of 

use cases

Potential user categories

Investment/
storage of value

Payment/remittance/
settlement

Financial services/
lending/alternative/

banking/DeFi

An example of potential user categoriesF I G U R E  2
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Consumer 
risks

Value & 
backing

Privacy 
risks

Depositor 
protection

Accountability

Payment 
risks

Security & 
technology 

risks

Top-line consumer risksF I G U R E  3

Different ways of using stablecoins can attract different types of risk

Users may employ stablecoins for different 
purposes and have different levels of involvement in 
the governance of stablecoin protocols. Stablecoins 
were arguably invented to enable investors to trade 
cryptocurrencies and to hold blockchain-enabled 
assets without suffering from the volatility of 
cryptocurrency prices in their investments and  
other activities. Based on a report published by 
the Block Research in March 2021, the average 
transaction size for stablecoins was $9,000 in 

2020.5 The high average transaction value  
suggests that most users of stablecoins are 
engaged more with investment than retail  
buying or selling. Depending on their usage  
and roles, stablecoin users may be exposed to 
different types of risks.6

Figure 4 lays out different uses of stablecoins 
across different categories of users, along with  
the associated risks. 
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Stablecoin 
usage

Risk

Investor Retail buyer/seller Participant of 
protocol governance7

– Provide capital denominated in 
stablecoin to earn a return

– Park money for future trading 
of cryptocurrencies

– Exchange for goods/services
– Can be either an investor or a 

retail buyer/seller 

– Inability to redeem face value 

– Deposit liability claim

– Price volatility

– Inability to redeem face value 

– Deposit liability claim

– Price volatility

– Rights being infringed by 
majority holders

Risks associated with different uses of stablecoinsF I G U R E  4

In stablecoin ecosystems, who should be accountable to consumers?

Owing to more decentralized management, 
accountability can be difficult to determine and 
enforce in the case of stablecoins8. With traditional 
central bank systems such as cash, commercial 
banks – as the distributors of money – provide 
consumer protections and guarantees,9 and 

accountability tends to be easily determinable in 
bilateral engagements with consumers (see the 
left half of Figure 5). Policy-makers are now facing 
a new question: In stablecoin ecosystems, who 
should be accountable to consumers? (see the right 
half of Figure 5).

Commercial banks Consumers with 
governance rights

Stablecoin issuer

Consumers
Consumers with minority 

governance rights
Consumers without 
governance rights

Central bank

C
om

su
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 a
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nt
ab
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y

C
om
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m
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 a

cc
ou

nt
ab

ilit
y

Who protects consumers in stablecoin ecosystems?F I G U R E  5
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Consumer protection and the challenges that 
arise when blockchain-based digital currencies 
are used for the purposes of payment have been 
addressed by regulators in a variety of ways. 
Often, initial consumer protection takes the form 
of restrictions or, in some instances, bans on the 
use of such digital assets. Several regulators have 
given warnings to consumers of their risks, as was 
seen in the growth of Bitcoin, for example.10 Some 
jurisdictions, such as China, have gone as far as 
banning cryptocurrency trading altogether.11

In recent years, there have been attempts to draw 
cryptoassets into existing regulatory frameworks. 
In June 2019, for example, the Financial Action 
Task Force (FATF) revised its standards in respect 
of virtual asset service providers (VASPs), to apply 
anti-money laundering/combating the financing of 
terrorism (AML/CFT) requirements to virtual assets 
and their service providers (this was under review in 
2021). The decentralized nature of cryptocurrencies 
and stablecoins, and how they are used, has 
often presented the biggest regulatory hurdle, as 
regulators struggle to determine which among them 
is responsible for regulation and how to enforce 
such regulation. These struggles have frustrated the 
creation of regulatory frameworks. As it is difficult to 
identify an individual or central organization which 
consumers can hold to account, protection and 

regulation have typically targeted the exchange of 
such assets in and out of fiat, for example crypto-
exchanges and banks.

However, the evolution of digital assets and 
the emergence of privately issued stablecoins 
have moved the discussion beyond individual 
consumer risks. There has recently been a greater 
focus on the potential wider impacts to financial 
markets and to the public at large, with some 
pointing to dangers posed by the risk of large 
price movements or “runs”, with rapid selling and 
withdrawals, particularly where stablecoins may 
not be fully backed by reserves12. The largest 
stablecoin, Tether – most often used as a medium 
of exchange in cryptocurrency trading – ties 
its value to the US dollar and has $62 billion 
of outstanding tokens at the time of writing. 
However, it does not fully back its tokens with US 
dollar reserves and has, at times, held significant 
shortfalls; it has also been found to repeatedly 
mislead clients about its reserves.13

Beyond the regulation of “on- and off-ramps” 
at national and supranational levels, proposed 
legislation is now emerging that seeks to regulate 
the use of digital assets in financial services.14 Of 
course, this begs the question of how the assets are 
used and which regulator should do the regulating.

Challenges around consumer protection in  
digital currency

1.2

 When 
stablecoins are 
not fully backed 
by reserves, it may 
lead to significant 
dangers posed by 
the risk of large 
price movements 
or runs
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Most ordinary consumers do not understand the 
difference between public money (fiat currencies 
issued and backed by central banks) and private 
money (money held in commercial bank deposits, 
which is a liability of private entities). In particular, 
the average consumer is often unaware that notes 
and coins issued by a central bank carry a claim 
against the central bank, which is passed on once 
those notes and coins are deposited into a bank 
account – that is to say, they become private 
money guaranteed to the extent of the local deposit 
guarantee scheme.

It is likely that firms in the blockchain industry will 
provide products and services that are similar 
in nature to those used by consumers today. 
This similarity, however, can be misleading as 
consumers may not understand the different 
protections (or lack thereof) that apply to 
different payment services – particularly given the 
rudimentary understanding of current systems by 

the average consumer – and may therefore not 
undertake fully informed risk assessments. For 
example, a purchase of groceries from a banking 
application, e-money wallet or stablecoin wallet may 
require consumers to undertake similar onboarding 
processes and payment flows. There are likely to 
be similar security requirements that consumers 
undertake to access their wallets. However, a 
payment that is inadvertently sent to the wrong 
merchant may result in different consequences 
depending on the payment type and local law. 

This creates a risk of familiarity without protection, 
where equivalent regulatory frameworks have not 
yet been put in place for digital currency. When 
consumers perceive payment forms to be similar, 
they are more likely to behave in the same way as 
they would with legacy products or services, rather 
than watching out for new risks or taking care around 
similar risks in the digital space which lack the 
regulatory protection provided to legacy products. 

The general risk to consumers of familiarity 
without a regulatory framework

1.3
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This chapter addresses the following six top-line 
consumer risks, identified in Figure 3:

1. Risks associated with value and backing

2. Risks associated with inadequate  
depositor protection 

3. Payment risks

4. Privacy risks

5. Security & technology risks

6. Accountability risks

These risks do not present the same degree of danger 
across all forms of currency. Before analysing these 
risks in the context of stablecoins and CBDCs, it is 
worth considering these same risks within existing 
systems (see Figure 6). It is important to note that 
stablecoins and CBDCs are far from monolithic, 
and design choices can significantly affect both the 
presence and magnitude of risks. In addition, the areas 
in red below are areas garnering significant attention 
from regulators and policy-makers, which could lead 
to changes that decrease the level of consumer risk.

Specific top-line 
consumer risks

2

E-money

Cash

Commercial 
bank money

CBDC

Stablecoins

Value & 
backing risks

Depositor 
protection risks Payment risks Privacy risks

Security & 
technology risks

Accountability 
risks

Dependent on design 
& architecture. Early 
pilots reveal focus on 
security standards 

and the prevention of 
hacking or breach16

Varied: Counter-feiting 
risk in the form of 
double spend or 

illegitimate copying 
of CBDC

Backed by 
central bank 

Two-layer risks 
(wallet-provider 
and deposit-

taking institution 
where wallet-

providers deposit 
customer funds)

Typically 
protected from 
user error and 

by debit 
guarantees

High degree of 
standardized 

protections and 
regulation

Account-based: 
dependent on 
privacy laws of 

country

Relatively 
secure and 

tested

Bank and 
wallet-providers 

accountable

High level of 
privacy from all 
parties except 
direct recipient

(payee)

Depends on 
issue; payee 

responsible for 
accepting 

legitimate cash

At risk of 
counterfeiting

Reliant on 
depositor 
protection 

Variety of backing 
mechanisms 
which carry 

different risks15 

Some risk 
depending on 

architecture (e.g. 
in “push” vs “pull” 

transactions)

Dependent on 
design & 

architecture 
(see Privacy 
white paper)

Varied: governance 
systems differ on 

privacy. Many 
institutions push 

privacy obligations 
to VASPs

Varied: audit 
standards still to 

be fully developed

Varied: Counter-
feiting risk in the 
form of double 

spend

Varied: typically 
no or limited 

depositor 
protections 

Limited examples 
of protections 
equivalent to 

bank money or 
e-money

Same as e-money Same as e-money Same as e-money

Same as cash

Same as e-money Bank accountable

Central bank 
accountable

Fraud and 
theft

N/A

N/A

Unclear - 
See Fig. 5

Medium consumer risk Low consumer riskHigh consumer risk

Comparison of current top-line consumer risks in existing systems and in digital currenciesF I G U R E  6
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As discussed previously, stablecoins vary widely 
in their design, making it challenging to generalize 
about their risk profile. Detailed analysis of each 
offering is necessary to evaluate risk. Nevertheless, 
at present the lack of clear regulatory or other 
guidance means that it is likely that there will be 
ongoing challenges in maintaining the price stability 
of the reference assets of stablecoins. The term 
“stablecoin” itself can be misleading, as stablecoins 
may lose their ability to hold steady value relative to 
their reference asset (see Figure 7) and consumers 
are not universally guaranteed that stablecoins are 
free of underlying volatility.

With traditional currencies, consumers expect to 
be able to redeem the value of their deposits on a 
1:1 basis, at any time. However, where proceeds 
from a stablecoin sale are held not in a depository 
account but in financial assets, such as securities 
or government bonds, with varying levels of risk 
exposure (which may not fully back outstanding 
stablecoins), the value of the stablecoin is also 
subject to such risk exposure. In addition, a lack of 
regulatory guidelines on the relevant governance and 
risk management policies of the issuer and its reserve 
management creates further risk exposure, which 
is not present with traditional bank deposits. This is 
further exacerbated by a lack of standardization of 
terms such as “stable”, “backed by” or “backing” 
used in the marketing of many privately issued 
stablecoins. These terms often oversimplify 
the complex and varied forms of stablecoin 
collateralization, which include the following:

 – 100% backed by funds:17 where stablecoins 
are backed by reserve funds that the stablecoin-
issuer or custodian holds for safekeeping, 
implying a commitment to their full redeemability 
in fiat currency.

 – Off-chain collateralization: where stablecoins 
are backed by assets held off the distributed 
ledger, often with a custodian for safekeeping.

 – On-chain collateralization/crypto-backed: 
where stablecoins are backed by assets on the 
distributed ledger, which are capable of being 
recorded in a decentralized manner on the 
blockchain and may not require a custodian.

 – Algorithmic collateralization: where 
stablecoins are backed using some form of 
price stabilization algorithm to track a particular 
unit price (usually linked to the US dollar) 
and where such backing is reliant on the 
expectations of users on the future purchasing 
power of their holdings. This form of backing 
does not need the custody of any underlying 
asset; it operates fully on-chain and in a 
decentralized manner.

These different forms of backing carry with them 
different consumer risks.18 Figure 7 sets out these 
different types of stablecoin collateralization and 
their associated risks to the consumer.

Risks associated with value and backing2.1

Is there an 
accountable party 
if there is an issue 
with the backing 

mechanism?

Potential 
consumer risks 

100% backed 
by funds 

Off-chain 
collateralization

On-chain 
collateralization

Algorithmic 
collateralization

Yes

Fraud and operational risk 
(e.g. insufficient funds to 

quickly meet redemptions)

High risk and susceptible to 
confidence crises or a run on the 
stablecoin if the funds are not 
legitimate or sufficiently liquid

Yes
No (replaced with 
smart contract)

No (replaced with 
smart contract)

Linked to underlying 
collateral and dependent 
on whether that value is 

fixed or fluctuates

High risk as 
collateral is volatile 

by nature

High risk and 
susceptible to 

confidence crises or a 
run on the stablecoin

Different ways of backing stablecoins and their potential risksF I G U R E  7

 Policy-makers 
will need to 
consider whether 
deposit insurance 
is appropriate in 
the same way 
as required for 
regulated financial 
institutions 
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For each type of stablecoin backing, it is important 
to be clear on whether and to what extent the 
consumer bears the risks associated with that 
collateralization. Where a redemption based on a 
fixed ratio is guaranteed, the issuer will typically bear 
liability for fluctuations from the fixed redemption 
price resulting from its reserve assets’ risk exposure. 
Such an approach is more akin to traditional 
bank deposits and can inspire greater consumer 
confidence (even though most commercial bank 
deposits have deposit insurance protecting against 
risks such as theft or bank bankruptcy). 

However, where the consumer bears the risk, the 
value of the stablecoin in the consumer’s hands 
will fluctuate in line with the underlying reserve 
asset. Such exposure could dissuade widespread 
adoption, influence consumer confidence and result 
in mass withdrawals, destabilizing the value of the 
stablecoin further. This is amplified by the fact that, 
in such mass withdrawal events, consumers are 
unlikely to be protected by the traditional depositor 
scheme protections available for bank deposits or 

benefit from central bank protection as the lender of 
last resort. Other circumstances which could trigger 
mass withdrawals include the circumstances of the 
issuer, such as a change in governance or critical 
rules, or technological risks such as cyberattacks. 

It is crucial for issuers to be transparent about 
forms of backing and their associated risks, and for 
consumers to be properly educated on the underlying 
value protections (or lack thereof) when compared 
to traditional bank deposits or e-money. Consumers 
will also need to be informed of new risks, such as 
those mentioned above, and how these may trigger 
a crisis of confidence among users that threatens 
the “at par” redeemability of stablecoins. Lastly, 
issuers should inform consumers of whether the 
redemption value is fixed at par and who bears the 
risk with respect to the volatility of the underlying 
assets. The practical feasibility of such education and 
transparency measures also needs to be assessed 
from jurisdiction to jurisdiction, as for some it may be 
more expedient and cost-effective to consider some 
form of “qualified investor” threshold instead.

Deposit insurance is designed to protect 
consumers from the risk of bankruptcy of deposit-
taking financial institutions. When it comes to 
e-money, there are two layers of consumer risks 
with respect to the money held by e-wallet service 
providers, which may also apply to digital currencies 
if they are held in a custodial account:19 

 – Risk of bankruptcy of the e-wallet service provider

 – Risk of bankruptcy of the deposit-taking 
institution where the e-wallet service provider 
deposits its customers’ funds

To address the first risk, countries often require 
e-wallet service providers to be sufficiently funded 
and to set aside a certain percentage of their fund 
liabilities in a custodian account with a deposit-taking 
financial institution. Since e-money providers do 
not typically leverage their balances, policy-makers 
will need to consider whether deposit insurance is 
appropriate in the same way as required for regulated 
financial institutions. A limited number of jurisdictions 
require e-wallet-providers to obtain a banking licence 
and subject all consumer accounts to deposit 
insurance, hence protecting e-wallet-providers from 
bankruptcy. China goes a step further by requiring 
e-wallet or mobile wallet-providers to deposit 100% 
of their customers’ funds either with a commercial 
bank or with the central bank. In the European Union 
(EU), if e-wallet or mobile wallet providers purchase 
private insurance to cover any unfunded liabilities, 
they would not need to deposit customers’ funds 
with an insured depository institution.20

In jurisdictions where banking licences are not 
required for e-money services, balances in e-wallets 
or mobile wallets are not considered as deposits 
and e-wallet-providers are usually not required 
to obtain deposit insurance to cover individual 
accounts they hold.21 While e-wallet or mobile 
wallet-providers may deposit their customers’ funds 
with an insured depository institution, the custodian 
account is protected up to the coverage limit of the 
deposit insurance. In the case of bankruptcy of the 
depository institution, e-money consumers may only 
get back a portion of their money unless the e-wallet 
or mobile wallet-providers are sufficiently capitalized. 

Limited jurisdictions, such as the US, offer a “pass-
through” approach, which allows each individual 
e-money account to be covered by the coverage 
limit of the deposit insurance.22 The “pass-through” 
approach offers more protection to individual 
e-money consumers against the bankruptcy of 
depository institutions. In the case of emerging 
economies such as Kenya, the electronic value 
must be backed by a corresponding value in bank 
accounts. These bank accounts are essentially trust 
accounts that should ideally be independent and 
ring-fenced from any possible bankruptcy of the 
e-wallet provider. The challenge with this approach 
is that, for deposit protection purposes, the bank 
trust account is treated as one account and may 
not compensate the various underlying wallet 
holders. To mitigate this risk, regulators set stringent 
conditions for these funds to be held in various 
reputable and financially sound banks and invested 
in liquid assets, particularly government securities.

Risks associated with inadequate  
depositor protection

2.2

 In the case of 
bankruptcy of 
the depository 
institution, e-money 
consumers may 
only get back a 
portion of their 
money unless the 
e-wallet or mobile 
wallet-providers 
are sufficiently 
capitalized
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Different payment methods carry different consumer 
protections. For example, cash is 100% guaranteed 
by a central bank, and typically carries the status 
of legal tender. However, cash provides no inherent 
user protection in the case of loss or theft. 

When placed into an account with a commercial 
bank, cash transforms into commercial bank money 
and is guaranteed, in the event of bank insolvency, 
to the extent of (for example) the applicable deposit 
guarantee schemes. Payments made using 
commercial bank money in many jurisdictions carry 
with them varying degrees of regulatory consumer 
protection for bank error, user error and debit 
guarantees, such as the Direct Debit Guarantee 
in the UK (a consumer reassurance system which 
provides protection for payment errors).23 Although 
these protections are still to some degree reliant 
upon consumers identifying an error and making 
a claim, protections such as deposit insurance 
and the oversight of monitoring and regulatory 
authorities remain available.

When cash and commercial bank money is 
used to purchase electronic money, it becomes 
electronic money or “e-money”. Within the EU 
and UK, for example, electronic money has 
the same regulatory protections as payments 
made with commercial bank money and 
benefits from the right of at-par redeemability.

Stablecoins that are not considered e-money 
at present carry no similar regulatory consumer 
protections for payments. For instance, under the 
proposed EU regulation on Markets in Crypto-
assets (MiCA),24 fewer consumer protections are 
available for payments made with tokens that are 
stabilized using assets (asset-referenced tokens or 
stablecoins) than for payments made with e-money 
tokens,25 since asset-referenced stablecoins do 

not fall within the definition of funds under Payment 
Services Directive 2 (PSD2 – the European directive 
for electronic payment services).26 This gap in 
protections for payments using stablecoins was 
identified an issue to be addressed in the recent 
UK consultation for a regulatory framework for 
cryptoassets and stablecoins.27

Even though both CBDCs and stablecoins are 
generally intended by their creators to serve as 
a payment medium similar to cash, bank money 
and e-money, some functionalities of CBDCs and 
stablecoins may differ from existing options and 
are worth highlighting to consumers. The “push” 
versus “pull” distinction in terms of payment 
mechanism is a good example. A push transaction 
refers to a transaction where it is initiated by the 
payer, who needs to know the name of the payee’s 
financial institution and their account number. A 
pull transaction refers to a transaction where it is 
initiated by the payee and the payee needs to know 
the name of the payer’s financial institution and their 
account information. 

While both types of transactions are subject 
to cybersecurity risks,28 a push transaction is 
fundamentally less risky than a pull transaction for 
both the payer and the payee, since only the account 
with sufficient funds could make the transaction 
happen. In contrast, a pull transaction could bounce 
because the payee has no visibility of the balance 
the payer has in his or her account. Currently, it is 
debatable whether transactions made in stablecoins 
will be push-only transactions, given the technology 
may enable automatic payment upon fulfilment of 
certain conditions. By contrast, transactions made 
through cards and bank accounts can be either push 
or pull transactions. Depending on their technical 
choice and how accounts are structured, CBDCs 
may facilitate either push or pull transactions. 

Payment risks2.3
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Given that stablecoins are typically privately operated, 
they are susceptible to business practices and models 
prevalent in the technology industry. For example, 
this may include business practices developed 
in unregulated environments or include models 
without robust privacy protection. Given the highly 
intimate nature of transactional data, transparency 
around the information-handling practices of 
stablecoin-issuers will be of paramount importance 
in supporting end-user protections and trust.

The Group of Seven (G7), the International 
Monetary Fund (IMF) and the Bank for International 
Settlements (BIS) have jointed called for regulators 
to subject stablecoin-issuers to applicable data 
protection and privacy laws and regulations.29 This 
goes beyond the issuer itself, as mere internal 
policy may be insufficient in providing adequate 
protection, given that many wallet operators in 
stablecoin ecosystems are third parties to the 
issuer and may have local legal obligations for data 
retention. This creates an accountability dilemma 
in stablecoin ecosystems, as well as the potential 
for stablecoin-issuers to adhere to robust privacy 
standards as issuers, yet also operate parallel 
business operations as wallet-providers according 
to differing standards. 

The choice of third-party wallet-providers and 
other application-level developers or operators 
may also have an impact on trust in stablecoin 
networks and create confusion among consumers 
regarding accountability for their data and the 
consequences of data breaches. This risk is 
heightened in the context of stablecoins. Both a 
loss of trust in the issuer and a significant data 

breach of its ecosystem have the potential to result 
in a crisis of confidence among users, which could 
have a knock-on effect on a stablecoin’s value and 
deposit-protection mechanisms.

Outside stablecoin ecosystems, a further risk to 
privacy has emerged in respect of surveillance 
by blockchain analysis companies. These are 
organizations that analyse on-chain transactions 
and can match such data with other publicly 
available data. A variety of cryptoasset ledgers 
are already under significant surveillance by such 
organizations30. Given the permanent nature of 
on-ledger transaction history and behaviours, the 
robustness of a stablecoin infrastructure against 
such surveillance will play a significant role in its 
ability to protect consumer data and privacy.

Given the highly sensitive nature of transactional 
data and ease of re-identification and external 
surveillance – plus the risk of a compounded effect 
on value of a loss of confidence resulting from, for 
example, a data breach – stablecoin-issuers will 
need to demonstrate a high degree of transparency 
and clarity in their data-handling practices and de-
identification techniques, not only internally but in 
their wider ecosystems. Safeguards will need to be 
put in place in respect of external service providers 
and their ability to influence consumer sentiment, 
to prevent external risks affecting value. Stablecoin-
issuers may also need to consider protective 
measures against external surveillance of their 
ledgers. For more detailed discussions on privacy-
preserving technology, refer to the white paper 
in this series entitled Privacy and Confidentiality 
Options for Central Bank Digital Currency.

Several issues must be addressed with regard 
to how security protocols are designed, as well 
as how they are technically implemented. Poor 
technical design, such as bugs in smart contract 
code or poor security design choices, may also 
have a serious impact on consumers and expose 
them to loss. 

Given that a detailed technical understanding of the 
systems underlying digital currencies will be beyond 
the average consumer, appropriate technical and 
audit standards may be necessary to neutralize 
technical impediments which can indirectly cause 
consumer risk. Nevertheless, the value of greater 
digital literacy among consumers should not be 

understated: it could play a significant role in 
helping consumers themselves to reduce the 
impacts of technical errors or issues. Policy-makers 
should consider the following issues: 

 – Variations in the digital literacy of  
consumers and how this may reduce  
or catalyse consumer risks

 – How to standardize ways of conducting 
technical audits

 – How to increase consumer understanding  
and transparency so that an informed choice  
is possible

Privacy risks

Security & technology risks

2.4

2.5

 Stablecoin-
issuers will need 
to demonstrate 
a high degree 
of transparency 
and clarity in their 
data-handling 
practices and 
de-identification 
techniques
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The identification of who is accountable to 
consumers for consumer risks is crucial and a 
core issue in respect of the consumer protections 
associated with stablecoin-issuers. Unlike 
traditional currency options, the decentralized 
architecture and governance models of digital 
currencies can make it difficult to find the right 
party to be accountable. Three primary instances 
emerge that require special consideration: 

 – Where decentralized architecture is used

 – Where other consumers can influence  
rule changes

 – Where issuers delegate responsibility of 
consumer engagement to wallet-providers  
and other VASPs

Accountability risks2.6

Where a decentralized architecture is used for  
a stablecoin’s protocols, particularly where  
rules (such as those governing reserves) can  
be altered after being set up by an issuer, there  
is the potential risk of a lack of a legal causal link 
with the stablecoin-issuer. The question arises  
as to whether a consumer would be able to 

hold such an issuer accountable in respect 
of losses suffered by the consumer resulting 
from such rule changes. Policy-makers will 
need to consider whether the policy imperative 
in relation to such issuers requires a form 
of legislated strict liability to hold issuers 
accountable to consumers in such instances.

Similar to the scenario above, a further question 
arises when consumers themselves are able to 
alter rules associated with the relevant stablecoin. 
Unlike e-money or cash, consumers may play a 
more active role in the process of creating and 
maintaining some stablecoins, in that they can 
propose and approve new governance rules. In  
this capacity, consumers act in a similar manner  
to shareholders of a company. Some mechanisms 

of company laws and securities laws, especially  
those designed to protect minority shareholders 
from infringement of majority shareholders,  
could be considered to protect consumer rights 
with respect to their roles in governance rules-
making. Existing tort laws could provide some  
form of protection for consumers if the code- 
writers or issuers fail to honour their governance 
rules changes.

Many stablecoin-issuers that are not consumer-
facing may take the approach of delegating 
consumer protection responsibilities to wallet-
providers and other VASPs, which interact more 

directly with consumers. Policy and regulatory 
considerations will need to address such practices 
to ensure they do not result in supply-chain gaps in 
accountability to consumers.

Decentralized architecture

Consumer ability to alter rules

Delegation to VASPs
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The recommendations below include approaches and measures to improve 
consumer protection for different types of digital currency; they are primarily for 
the attention of policy-makers and regulators. 

Recommendations3

The regulatory approach to addressing the risks 
of digital assets should balance the need for both 
competition and innovation, and ensure a level 
playing field for all participants in the broader 
payments ecosystem. This is best achieved with 
the principle of “same activity, same risk, same 

regulation”. Applying this principle would provide a 
consistent approach to consumer protection across 
the regulated and currently unregulated sectors, 
and would increase opportunities for both new and 
existing actors to provide safer and better services 
across the financial ecosystem.

To minimize potential negative impacts of 
stablecoins on consumers and to enhance 
their wider adoption beyond simply facilitating 
payments for cryptocurrency trading, it is 
important to carry out consumer education 
to ensure people understand risks as well as 
their legal rights. Effective consumer education 

would include highlighting the different risks 
that stablecoins present compared not only 
to other stablecoins and digital currencies but 
also to existing currency options. Consumer 
education needs to be carried out by neutral 
and trusted parties to ensure a consistent and 
objective approach, free of marketing influence.

Different types of reserve assets expose 
consumers to different types of risks. For 
stablecoins with fiat currencies as a reserve 
asset, they are exposed to risks related to reserve 
management along with potential inflation of fiat 
currencies and bankruptcy of deposit-taking 
institutions. There is also a transparency-related 
risk that consumers may have difficulty in 
verifying the existence of adequate reserves. 

For stablecoins that choose cryptocurrencies 
as reserve assets, the risk lies in the price and 
fundamentals of the reserve cryptocurrency. Such 
a structure is similar to loans secured by publicly 
traded securities, which are considered a type 
of derivative under US laws. To ensure sufficient 
protection, the US margin loan laws and regulations 
require the underlying securities to have twice the 
value of the loan amount to allow sufficient room 
to absorb market shocks. Many stablecoins with 
cryptocurrency backing are overcollateralized; 
even so, given the often violent price swings in 
cryptocurrency markets, this overcollateralization still 
may not provide adequate backing.31

Limiting stablecoins to high-asset or high-income 
constituents or institutions may hinder the 
financial inclusion value proposition of stablecoins. 
Nonetheless, underserved populations are potentially 

at greater risk of inadequate understanding and 
consequent losses. Policy-makers can consider 
certain types of protections, including:

 – Setting limits to the sizes of transactions 
and wallet balances, to limit the 
risk exposure of consumers

 – Framing auditing and disclosure requirements 
to ensure the value of stablecoins is 
indeed what the issuer claims them to be; 
this could incentivize stablecoin-issuers 
to provide robust disclosure as a way to 
gain trust with individual consumers

Policy-makers may also need to consider how 
stable the value needs to be for a digital currency to 
qualify as “stablecoin” and what kinds of assets can 
be used as underlying assets. Depending on the risk 
level of different types of underlying assets, further 
consideration should be given to whether a given 
product is fit for the general public and what the 
appropriate transaction or balance limits should be. 
This risk-based approach could provide sufficient 
protection while not crushing innovation. There is 
also the question of where the reserve should be 
kept in order to provide sufficient protection and 
transparency, for example with central banks, 
commercial banks or digital currency exchanges. 

Same activity, same risk, same regulation

Consumer education

New or developed regulation and audit

 Consumer 
education needs 
to be carried out 
by neutral and 
trusted parties to 
ensure a consistent 
and objective 
approach, free of 
marketing influence
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Firms that offer financial services or cash are often 
authorized and supervised by a local regulator, a 
central bank or an independent body. Historically 
these entities have generally been banks, but more 
recently payment and e-money institutions have been 
able to provide consumer-facing payment services.

As new firms come to market with a stablecoin 
offering, consideration should be given to the 
regulatory umbrella under which these services will 
be provided, as well as which functionaries will be 
responsible within this framework for the procedural 
implementation of regulations, authorization for 
certain activities and supervision. Stablecoin and 
CBDC services are often seen through the lens of 
the two-tier model of issuance and distribution. 
This gives rise to a number of activities that need 
to be considered for the purposes of consumer 
protection, such as those set out below:

Payment services

Firms that wish to provide consumers with payment 
services in stablecoins or CBDC should be authorized 
and supervised for the provision of such services.

Distribution

The appropriate regulatory framework for 
distribution will be different for CBDCs and 
stablecoins as outlined below.

For CBDCs, the distribution of central bank money 
might follow the current two-tiered structure, 
whereby access to central bank money is provided 
and made available via private-sector institutions 
(such as commercial banks). Policy-makers will 
need to consider possible future frameworks for 
such distribution and for new types of participants 

(e.g. non-banks such as VASPs), and whether 
new rules would be required to address varying 
risk profiles. Either way, the applicable supervisory 
regimes would need to apply proportionately to 
bank and non-bank firms that have access to 
central bank money in the form of a CBDC or that 
play a role in its distribution or custody.

Stablecoins will be distributed through models similar 
to those seen in e-money ecosystems, so current 
e-money legislation may be a suitable framework 
for such distribution. Where services are related to 
stablecoins, it would be appropriate to consider 
the need for additional operational risk or security 
requirements for the distribution of such stablecoins.

Custody

Requirements around the custody of a CBDC 
or a stablecoin is one of the most critical areas 
of regulation that will need to be clarified for 
consumer protection. For example, existing 
regulatory frameworks, such as the EU’s PSD2,32 
do not currently apply expressly to custodial 
wallet services. Furthermore, while the European 
Commission’s recent proposal to regulate 
markets in cryptoassets (MiCA)33 would introduce 
requirements for custodians of private cryptoassets, 
it does not apply to the custody of a CBDC. 

Ultimately, for a CBDC or stablecoin held in a digital 
wallet, the key management practices, security 
standards and ability of the wallet to support mixed 
payment functionality may all raise issues around 
the applicability of an existing regulatory framework 
to the custody of digital assets. Policy-makers 
will need to decide on a regulatory framework for 
custodial wallets with the necessary consumer and 
insolvency protections for such custody.

Authorization and supervision
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Consumers of digital currencies are not 
homogenous and vary significantly in risk 
profiles and tolerances, across both products 
and jurisdictions. Similarly, digital currencies, 
including stablecoins and cryptocurrencies, 
vary meaningfully in their setup, design and risk 
exposure. Although risks can be broadly identified, 
it will be up to policy-makers to match these 
to local market use cases to design or develop 
appropriate regulatory protections. What is clear 
is that such protections are indeed necessary. 
Stablecoins, the focus of this paper, introduce new 
opportunities but also new consumer risks into 
environments that are historically heavily regulated 
and centrally controlled. 

At the same time, there is currently a lack of clarity 
around accountability and available options for 
redress. Solving this challenge will be one for 
policy-makers and stablecoin-issuers alike, and 
should be a priority as wider consumer adoption 
occurs. Designing an approach that allows for both 
innovation and experimentation in this new and 
growing industry,34 while ensuring that consumers do 
not suffer undue or even catastrophic loss during the 
course of that experimentation, is a challenge that 
will require innovative modes of policy-making and 
public-private cooperation. In addition, consumer 
education will be a critical component in ensuring that 
consumers can make informed decisions that match 
their needs without exposing them to undue risk.

Conclusion
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