Risk Snapshot

Smart Grids
Smart Grids, or electricity networks that intelligently integrate the
actions of any connected user–from producers and consumers to
prosumers–are enabling the transformation of traditional electricity
systems. Increasing numbers of Internet of Things (IoT) devices
deployed within electricity networks allow connected users take
advantage of real time data to automate decision making and
contribute to accelerating the energy transition.1
Despite the immense positive potential of IoT technologies to
catalyse efficient and sustainable use of electricity–connecting
critical infrastructure like the electricity grid to the industrial IoT
ecosystem creates new vulnerabilities, potentially resulting in system
wide power outages and causing severe negative externalities. Just
about everything depends on availability of electricity, including
water supply, transport and communication.

Transformation
of the electricity
industry
Worldwide spending on IoT is forecast to reach $1.2 trillion2 in
2020. Utilities rank fourth amongst the industries that are forecast
to spend the most on IoT.3
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IoT devices embedded within the wider
electricity ecosystem enable increased
access to and control of electric power.
In addition, through the gains in
transparency and visibility, Smart Grids
empower operators and consumers to
influence the efficiency, sustainability and
safety of their electricity production,
transmission and consumption.

Traditional
one-way
electricity
flows

Increasing collaboration between multiple stakeholders including,
but not limited to, utilities, manufacturers, energy service providers,
telecom companies, IT providers and insurance carriers to develop
and share best practices and security protocols can help reduce
some of the risks and maximise the benefits of Smart Grids.
This document offers a brief snapshot illustrating the benefits of
adopting IoT in the electricity ecosystem while recognizing that
cyber vulnerabilities can compromise critical infrastructure with
unintended consequences to the public.
The World Economic Forum has closely worked with the electricity
industry to develop best cyber resilience practices contained in the
report Cyber Resilience in the Electricity Ecosystem: Principles and
Guidance for Boards.

Fastest spending growth:
top 10 IoT use cases 2017-2022
Electric vehicle
charging is located
within the IoT use
cases expected to
deliver the fastest
spending growth
over the 2017-2022
forecast period.5
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Multi-directional Smart Grid

Smart Grid Benefits
Detailed information to optimize generation,
transmission and consumption
Efficient management of resources
and introduction of renewables
Reduced reliance on new or
inefficent generation
Greater control over timebased usage
Faster detection and restoration
of service
Cost savings due to reduced onsite
visits and predictive maintenance
Emergence of new business models

Key
findings from the
Forum’s report on building
a flexible and resilient electricity
grid indicate that real-time supply
and demand platforms, potentially
worth $191 billion for the power
industry, could deliver a value of $632
billion to society – higher than any other
individual digital initiative. This value
derives primarily from cost savings
to the customer and from
reduced carbon
emissions.6
By 2040
electricity will
make up 40% of
the expected
end-user energy
consumption.7

As a result of the expected electrification of sectors such as transport and heating, peak electricity
demand is predicted to increase significantly by 2050. IoT technologies could potentially reduce peak
demand increases by up to 24% across some major regions of the world.8
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Full smart tech
implementation in
Australia could
reduce CO2
emissions by 25%10

IoT will be used within distribution
systems, including to monitor flows within
power substations as well as from
transformers to building entries.

The Edge, Amsterdam
The Edge building uses smart grid
technologies to create adaptable and
intelligent work spaces.

Over ten years, The Edge will save
42 million kg of CO2 compared with a
“normal” building.11 It is considered the
greenest, most intelligent building in
the world.

Individuals play a key
role in electricity
consumption. Faster and
better implementation of
smart meters can help them
monitor–and decrease–
energy use.

What is at stake?
The increasing use of IoT technologies improves efficiency and
facilitates enhanced operation of power systems, but the interconnectedness that results from the integration of cyber-physical
systems in critical infrastructures creates new vulnerabilities
requiring specific cyber resilience strategies. According to Kirstjen
M. Nielsen, former Secretary of Homeland Security of the United
States: “Hyperconnectivity means that your risk is now my risk
and that an attack on the ‘weakest link’ can have consequences
on us all.”12 Increasing dependence on data-driven automated
systems could introduce new types of physical risks, as well as
significant financial and economic threats.

The Cyber Attack Cascade
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The five risks most
likely to happen in the
next 10 years13

Extreme weather events
Failure of climate change mitigation and adaptation
Major natural disasters
Massive incident of data fraud or theft

5 Large-scale cyberattacks

Smart Grid
features pose
reciprocal
threats

Operators of critical infrastructure face risks that, if exploited
by a capable attacker, can have cascading effects that may
result in economic loss, industrial disruption, and, in some
cases, even the loss of lives.

Resilience is the key to fostering more
secure systems. What measures is your
company currently implementing?
The World Economic Forum provides Principles and Guidance for Boards

Connectivity is outpacing security
Ukraine cyberattack 201514

Interoperability

Propagation of failures

Multiplicity of access

Opportunity

Data traffic

Exploitation/privacy risk

Complexity

Range of attacks
Likelihood of error

Just about
everything
depends
on the
availability of
electricity
Cyber resilience is a challenge
for all organizations, but it is of
particular importance for the
electricity ecosystem.

1 malware
30 substations
225,000+ consumers

A large-scale blackout would have
socioeconomic ramifications for
households, businesses and
vital institutions.15

Cost of cyberattacks
on the Smart Grid
8% of cybercrime losses insured

The University of Cambridge Centre for
Risk Studies and Lloyd’s released a
report in 2015 that analyzed a
hypothetical cyberattack on the U.S.
power grid.

92% of cybercrime losses uninsured17

Estimated cost of
hypothetical US grid
cyberattack clean-up17

It predicted financial losses between
$243 billion to more than $1 trillion,
with insured losses of between $21.4
billion and $71.1 billion, depending on
the severity of the power outage.16

18.2M

$

188B

$

Fukushima nuclear
disaster clean-up

17.2M

1,000B

$

$

14.5M

A six-hour
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Average annualized cybercrime cost per
company, by industry sector.18

Where to next?
Long-term mitigation strategies require
a multi-dimensional and holistic
approach. If a single cyber attack can
affect multiple stakeholders, then the
stakeholders need to work together
to manage the risk.20
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Society often bears the
cost of cyberattacks.
What are you doing to
improve your organization’s
cyber resilience?

Mitigation strategies
In April 2018 the Forum published the Industrial Internet of Things
Safety and Security Protocol. This first of its kind policy framework
generates an understanding of how risk and insurance can
facilitate the improvement of industrial IoT security design,
implementation and maintenance practices. It also sets forth a
universal set of security best practices that should be
incorporated in all industrial IoT deployments.

Sample IIoT safety and security
best practices21

Did you know?

Employee behaviour
accounts for

Line of business IIoT device
safeguards
Risk-assessment models
Device integrity and availability
Patches and updating
Software development lifecycle
Vulnerability disclosures
Segmentation
Encryption
Privacy
Interoperability
Root of trust

Internal governance and risk
management
Board oversight
Top-level accountability
Ongoing testing

Insurance claims
data shows
two-thirds of
incidents are the
direct result of
employee
behaviour–for
example,
negligence
leading to lost
devices–and
additional human
factors, such as
talent shortage,
skill deficits and
employee
engagement.22

of all cyber insurance claims
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Information sharing
Cyber resilience
Ongoing assessment
Track/address legacy
Incident response

Record-keeping and metrics
Performance indicators
Metrics

What is your organization doing to
establish a culture of cyber awareness?
The World Economic Forum provides Principles and Guidance for Boards

Evidence-based policy
Cybersecurity operates in an
arena seen as intangible,
complex, ambiguous,
contested, and not conducive
to agreed standards. More
robust evidence-based
cybersecurity policy-making is
needed, an area that
cybersecurity strategies
generally don't cover.

Find out more at
wef.ch/WEF-secure-IoT
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