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Preface

Matthew Blake
Head, Platform for Shaping
the Future of Financial and
Monetary Systems

Cyber risk is pervasive, systemic and global in scope. In the financial
services industry, it is increasingly difficult to mitigate this risk, since
the modularization of financial services interlinks organizations whose
cybersecurity maturity levels vary greatly. It is therefore difficult for
any one firm to understand how an attacker might move laterally
across a supply chain. Given that interests and priorities diverge
among actors, a sector-wide baseline for cybersecurity is necessary
to ensure the integrity of the global financial system. A vital step
in establishing this baseline is for financial technology (FinTech)
companies to uphold their obligations to system resilience. FinTech
companies must protect themselves and their customers in a
measurable and demonstrable way, but they are often faced with
fragmented regulations and finite resources, and operate in a market
where skilled expertise is in short supply. This Consortium helps
raise the level of FinTech cybersecurity by supporting the scaling
and adoption of frameworks that provide clear and achievable
cybersecurity guidelines to FinTechs to enhance the security of the
wider financial services supply chain. More significantly, this work is a
vital step towards creating durable partnerships that will improve the
cybersecurity and resilience of the global financial system. Additional
organizations - including the Cyber Risk Institute, supported by the
World Economic Forum, and the Coalition to Reduce Cyber Risk –
will carry this group’s recommendations forward to implementation
across the financial sector globally.

Daniel Dobrygowski
Head of Corporate
Governance and
Digital Trust, World
Economic Forum

Coinbase

Adrienne Allen
Director of Security GRC
and Privacy, Coinbase
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Large multinational financial services organizations and FinTechs
have a unique partnership. They provide services to each other
and to similar customers, communicate with the same regulators,
and as a result have highly interconnected cyber risks. That said,
there are also significant variances across third-party due diligence
approaches and prioritization of cyber-risk management activities.
This can make compliance with third-party diligence requirements
or financial regulatory requirements impractical and cost prohibitive
for FinTechs. The FinTech Cybersecurity Consortium addressed
this challenge by providing a collaborative forum to assess existing
cyber-risk frameworks and converge on an “on-ramp” that allows
FinTechs to achieve a baseline risk posture. This recommendation is
an exciting endorsement that frees FinTechs to focus their resources
on the highest-impact activities that help achieve the baseline and
effectively communicate risk maturity.

Mastercard

Adam Sommer
Vice-President, Industry
Standards at Mastercard

FinTechs play an important role in the digital transformation that
makes our lives simpler, more convenient and rewarding. For
FinTechs to scale sustainably, collective partnership is required.
However, FinTechs cannot achieve impact and scale without proper
cyber protocols. Collaboration is critical – sharing expertise, defining
standards and playing a leading role in securing the landscape. The
FinTech Cybersecurity Consortium enables FinTechs to innovate
responsibly, protect the digital ecosystem, align security with
consumer experience and reduce risk. At Mastercard, safety and
security are foundational principles for every part of our business
and the technology platforms and services we enable. As our
digital landscape expands along with our dependence on it, our
expectations of cybersecurity need to be continuously considered
and refined. Cybersecurity must never be an afterthought.

SoFi

Jim Maloney
Chief Security and Privacy
Officer, Social Finance (SoFi),
World Economic Forum
Expert Network member

FinTechs can be a valuable source of innovation for the financial
services industry, but only if those innovations can be delivered with
security controls that meet industry and regulatory requirements.
The effort described in this document aims to provide FinTechs
with guidance that can put them on a path towards a robust
security programme that can be applied in the earliest stages of the
business. As both a provider and consumer of technology focused
on financial services, SoFi has found the approach described herein
to be a key enabler for participating in this critical industry sector.

Visa

Sunil Seshadri
Senior Vice-President,
Chief Information Security
Officer, Visa

Fintech innovations deliver tremendous economic and social
benefits, connecting unbanked and underbanked populations to
the digital economy, contributing to small business growth, and
empowering consumers in new and exciting ways. As larger financial
service organizations increasingly look to partner with FinTechs,
gaps between the security capabilities of established firms and
young FinTechs can present real challenges to collaboration. At
Visa, our commitment to security is unwavering. This includes our
responsibility to help secure the wider payments ecosystem by
encouraging best practices and sharing relevant insights. The work
of the World Economic Forum’s FinTech Cybersecurity Consortium
will provide valuable first steps to help new companies develop
secure, market-ready solutions.
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Introduction: The World Economic Forum
FinTech Cybersecurity Consortium
The FinTech Cybersecurity Consortium formed
in 2018. It’s aim was to facilitate the reasonable
protection of a dynamic and growing global
Financial ecosystem composed of established
organizations with high levels of cybersecurity
maturity and FinTechs rapidly developing and
providing emerging technologies.
The security requirements of each participant
in the Financial System vary, sitting along a
continuum dependent on the countries in which
a firm operates, the services it provides, the
customers it targets and its impact on other
participants in the market. This has made it
difficult to provide smaller firms with guidance
to weave cyber-resilience into their business
and growth plans.
Consortium members asked, how can less
mature FinTech companies connect with very
mature organisations while maintaining a level
of cybersecurity risk that is understood by all
parties, accepted and manageable?

The Consortium believes that the security of the
wider financial system requires the acceleration
of FinTechs’ access to methodologies for
identifying cybersecurity risks and applying the
practical steps needed to mitigate them. These
methodologies should be scalable, by which we
mean that they can be applied across borders so
that a FinTech can use recognised cybersecurity
best practice to facilitate entry to new markets
and grow securely as it expands.
The FinTech Cybersecurity Consortium identified
the simplification of baseline cybersecurity
requirements for FinTechs as an important
starting point. The Consortium has identified
criteria for common minimum cybersecurity
standards and controls that will obtain agreement
from globally systemic financial institutions,
FinTechs, governments and key regulators.
The Consortium’s recommendations support the
scaling and adoption of frameworks that provide
clear and actionable cybersecurity guidelines to
FinTechs to enhance the security of the wider
financial services supply chain.

Figure 1 – Benefits of a cybersecurity controls framework for the entire financial ecosystem

A common framework to ensure a win-win-win-win-win-win outcome,
involving understanding and articulation of benefits
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1. Executive summary
1.1

Systems of cyber resilience: FinTech security controls and assessment

The World Economic Forum’s Global Risks
Report 20201 again named cyber threats as
among the most significant risks to society and
the economy in terms of likelihood and impact.
The financial services sector remains a favoured
and high-value target for cyberattacks.
Financial Services are becoming more modular
and distributed, with many parties involved in
service provision. This is usually to the benefit
of consumers, but it has greatly expanded the
number of targets available to cyberattackers.
Client data and assets are now spread across
multiple platforms and providers. Risk levels,
security requirements and security capability vary
from organization to organization.

1.2

This medley of requirements leaves the sector
in need of a mutually understood and widely
accepted base level of cybersecurity controls.
Clarity at the base level of security will support
the effective protection of business and client
assets across the wider supply chain. This will
facilitate good cyber hygiene and cybersecurity
techniques among the least resourced
companies in the market, improving cyber
resilience across the financial system.
Effective cybersecurity reduces the impact of
cyberattacks on commercial operations, lowers
the frequency and level of loss to clients and is
essential to maintaining consumer trust in the
wider financial system.

FinTechs

Financial technology (FinTech) companies are
a vital source of accelerated innovation-driven
improvements for the financial services industry.
Established financial services providers
would like to partner swiftly and securely
with innovative new FinTechs. This intention
is shared by regulators and central banks,
who see commercial links between new
entrants and established providers as a
benefit to citizens and the wider economy.
FinTechs want strong commercial
partnerships in order to survive and thrive.
However, the modularization of financial services
interlinks organizations whose cybersecurity
maturity levels vary greatly. This complicates
cybersecurity risk management.
There are many approaches that FinTechs can
take to make themselves cybersecure. Yet it is
not always clear which control frameworks allow
a FinTech to secure its assets, create trusted
commercial partnerships with established firms
and ensure compliance with relevant regulations
in the jurisdictions in which it operates.

Established financial services providers have a
number of frameworks, standards and industrydriven initiatives against which they can test
the security of FinTechs and other third parties.
However, the volume of industry initiatives,
driven by the pace of technological change and
the multiplication of regulations, is now creating
“noise”, which makes it difficult for FinTechs to
direct their resources in a way that allows for
security while facilitating the maximal number of
commercial partnerships.
It is often the case that these cybersecurity
standards and frameworks aim to achieve
the same security objectives and vary
mostly in their form and language. This
leads to inefficiencies for both FinTech and
established firms, which need to demonstrate
compliance with regulations that vary slightly
in form from jurisdiction to jurisdiction, but
which have largely common objectives.

Systems of Cyber Resilience: Secure and Trusted FinTech
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1.3

Incentivize security

The commercial incentive matters for security.
Building a robust cybersecurity architecture is
important for new-to-market organizations that
depend on deterring even one cyberbreach
to maintain business credibility. However,
this can be expensive to deploy, take a
significant amount of time to complete and
can leave a firm hostage to early decisions
on cybersecurity as it continues to grow.
As FinTech founders tend to balance a number
of business needs, they may not necessarily
prioritize security considerations in their product
and services development.

1.4
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This can lead to security-related technical debt that
is difficult and expensive to address at a later date.
If information security teams are given the tools to
clearly explain how their actions protect business
assets and facilitate commercial partnerships, the
executive team is more likely to understand and
prioritize security, making it a core part of their
firm’s business growth plans. Implementation
of cybersecurity controls is also likely to be
more appropriate to the needs of each specific
business and consequently more effective.

The challenge: fragmentation

FinTechs are entering the financial system
at a time when governmental authorities
have yet to coordinate and harmonize
the development of rules and regulations
across borders, even though the cyber
threat is an internationalized one.

The lack of coherence across the private sector
as to which baseline standards FinTechs should
implement, how they should be implemented
and how this should be evidenced makes it
difficult for FinTechs to apply their resources
in a rational manner.

At the same time, financial services are
becoming ever more specialized, causing
industry to fragment into sub-sectors that set
their own advice on security standards and
implementation. Established companies are
tailoring their due diligence requirements in order
to better protect themselves and their clients.

Rightly, nobody wishes to compromise on
cybersecurity standards. All recognize that
the current level of variation and duplication of
requirements is unsustainable, pushing up the
cost of compliance without always enhancing
operational security.

Systems of Cyber Resilience: Secure and Trusted FinTech
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Building on strong foundations

When it was set up in 2018, the FinTech
Cybersecurity Consortium aimed to simplify
baseline cybersecurity requirements for FinTechs
by establishing the criteria for common minimum
cybersecurity standards and controls. These
criteria would be applicable across all market
activities and, in tandem with assessment criteria,
would enable a route to more specialized security
depending on the services being provided.
This did not envisage the creation of a new
standard. The Consortium entered a market
in which there was much good work to build
on. There are already several widely accepted
cybersecurity standards,2 a growing number
of regulations with cross-border implications,3
guidelines,4 capacity-building toolkits,5
assessment certifications6 and cross-industry
efforts to simplify or more efficiently manage the
burden this creates for established firms and new
market entrants alike.7 The desired approach
was to review, adopt and enhance a few highly
“portable” standards, as opposed to developing
yet another standard.
These efforts all have value, but the volume
of activity tells its own story. Despite efforts to
simplify it, cybersecurity is inherently complex.
There is a natural divergence between the

requirements of companies based on the
services they provide, their size, resources and
cybersecurity maturity level. Consequently, there
is no silver bullet of perfect and ever-relevant
guidance that FinTechs might follow.
Nonetheless, Consortium members saw
the possibility of identifying a baseline set
of security controls that would be common
across all FinTechs, defining basic cybersecurity
“hygiene” and providing meaningful reductions in
cybersecurity risk.
Through its work, the Consortium concluded
that simplifying and rationalizing existing
standards is not enough. Providing advice on
how to implement specific controls, though
something to be welcomed by many FinTechs,
is necessary but also insufficient as priorities will
vary depending on the services provided by each
FinTech and its position in the wider financial
services ecosystem.
FinTech companies need to protect themselves
in a measurable and demonstrable way. Adding
to the challenge, they need to do this with limited
resources and in a market where skilled expertise
is in short supply.

Systems of Cyber Resilience: Secure and Trusted FinTech
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2. Systems of cyber resilience:
building cyber-resilient controls
for the financial (eco)system
2.1

Recommendations:

– Expertise from industry, government and the
non-profit sector should feed into the design
of a future security management system
that will incorporate controls frameworks,
assessment processes, metrics and mapping
of controls to financial services regulation.
– Control frameworks should be regularly
updated so that they can mature with
evolutions in the cyber-risk, threat and
compliance landscapes

Financial and monetary systems are the
cornerstone of economic activity. Over the
past decade, important steps have been taken
to strengthen the systems’ resilience to external
shocks. This includes steps to lower the
impact of cyberattacks on operational
resilience and maintain consumer trust
in the safety of their assets.
Improving cyber resilience across the financial
system has been complicated by accelerating
technological disruption. This has put public
institutions under pressure to demonstrate that

10
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– In order to be applicable to FinTechs, these
frameworks should be built with reference to
guidance from international financial bodies
and nation-state financial services regulations,
emphasizing the regulations set in global
financial services hubs so that they can be
applied to as many markets as possible.
– Where financial regulators identify industry
efforts that improve cyber resilience across
the system, we recommend that they publicly
endorse these initiatives in order to improve
the chances of their adoption.

they are protecting consumers through regulation
while also requiring the diffusion of some
responsibilities down to industry groups.
In these circumstances, how can governments
regulate and examine cyber risk in a way that
is proportional, effective and does not create
unwanted barriers to market entry? Where
should responsibility sit for the development of
granular cybersecurity controls and how should
industry and the public sector engage with each
other in this area?

2.2

The regulatory ecosystem

A number of international
bodies set the tone for the
global governance of cyber
risk in the financial system.
The Bank of International
Settlements, Committee
on Payments and Market
Infrastructures and the
International Organization
of Securities Commissions (CPMI-IOSCO),
the Financial Stability Board, the International
Monetary Fund and the World Bank all play a role.

2.3

In some regions, supranational bodies, such as
the European Central Bank, provide a degree of
common shape to the governance of cyber risk.9
However, most rules are set at the level of the
nation state and each nation-state authority
responds to the specific needs of its jurisdiction.

Rules are local, but financial services, and the threats against it, are global

Regulations are usually set in the nation
state, and compliance examined at the same
level. This is straightforward for a FinTech
operating in only one jurisdiction but, as
FinTechs grow, they will often need to consider
cross-border regulatory requirements.
Financial services and the cyberthreats against
them are globalized. Countries’ central banks
and financial services regulators are often illequipped to address the complexities of these

2.4

For developing states, organizations such as
the Alliance for Financial Inclusion, which brings
together central banks, financial regulators and
supervisors, supports its members in contributing
to the development of global best practice and
then adapting it to the particularities of each
jurisdiction’s environment.8

cross-border threats, which evolve at a pace that
policy development cannot match. It is nearly
impossible to adapt requirements quickly enough
to stay ahead of the technological changes
harnessed by legitimate service providers and the
attackers that wish to disrupt them. Responding
through regulation runs the risk of creating a drag
on private-sector cybersecurity efforts, where
the level of security investment is high, response
times are quicker and most expertise is housed.
As in other highly globalized services, such as the
aviation sector, many financial services authorities
have approached this challenge by concentrating
their efforts on guidance resources for companies
and governance structures for managing risk
across the sector rather than regulations.
This approach provides frameworks and best
practices for companies but maintains space for
industry to innovatively manage cyber risks.10

Cybersecurity controls that are market-defined but government-enforced
may remain fairly stable (e.g. protect the
confidentiality, integrity and availability of
data and systems), the implementation of
controls to meet those objectives are granular,
specific to the assets they are meant to
protect, and may have a limited shelf life.

Cybersecurity controls require regular
adaptation as technology, threats and business
models change. While control objectives

There is a shortage of cybersecurity expertise
globally and the private sector has acquired
much of what exists. Government authorities
can access expertise, and are responsible for
training many experts, but resources are limited

Systems of Cyber Resilience: Secure and Trusted FinTech
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and many authorities have taken the view that
the development of granular controls is of less
interest to them than the ability to understand
whether the controls used by industry are
effective and properly applied.

Consequently, we recommend that cybersecurity
controls should be defined by financial services
providers in consultation with cybersecurity
experts from other sectors, governmental
agencies and relevant civil-society organizations.

This dynamic certainly holds in the FinTech
industry. Many companies possess an
understanding of how to build, adapt and assess
controls to protect them, and the experience of
adapting controls and assessment to meet a
multiplicity of slightly varying national regulations
also sits largely in the private sector.

Efforts to build a more effective approach to
cybersecurity controls will struggle to succeed
if they fail to reflect the requirements of key
regulators or cannot obtain a degree of regulatory
support. Any standards adopted by the private
sector will benefit from being examinable by
financial services supervisors.

2.5

De-fragmentation

Cybersecurity regulations for the financial sector
are fragmented across nation-state boundaries.
As they continue to proliferate without alignment,
it is becoming increasingly difficult for industry
to design controls that have wide application
and allow for new FinTechs to grow smoothly,
securely and across borders.

12
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Adopting a single, global, industry-wide baseline
standard will create the efficiencies required to
improve and encourage cybersecurity, especially
in low-maturity FinTech firms. An approach to
building an acceptable cybersecurity baseline for
FinTechs, on which more specific requirements
can then be added as a firm grows or
specializes, is discussed in later sections.

3. Creating a system of resilience:
universal cybersecurity
controls and assessment
3.1

Recommendations:

– A common cybersecurity framework and
assessment process is needed for lowmaturity FinTechs.
– This should be tiered for cyber-security
maturity levels and provide guidance for
companies, as they grow, on when they need
to adopt and enhance cybersecurity controls.

– The solution should start with baseline
requirements for controls and assessment
but provide an increasing complexity of
controls as organizations develop and
their cybersecurity risk-management
requirements mature.

Systems of Cyber Resilience: Secure and Trusted FinTech
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4. Approach
This section is based on findings from a series
of workshops and events run by the World
Economic Forum in 2018–2019.11
Members of the Forum’s FinTech Cybersecurity
Consortium argued for the creation and
adoption of baseline security controls that
could be applied to nearly every firm in the
financial services ecosystem. These would
then be combined with higher-level security
controls relevant to a firm according to its
offerings and place in the ecosystem.
This should account for variation arising
from cybersecurity maturity levels,
service offerings and location. Location,
in particular, can affect both regulatory
requirements and the threat landscape.

When discussing the scope of the framework
to be developed, the working group determined
that cybersecurity controls can be approached
in tiers, similar to a certain Swiss chocolate bar.
The first tier, the base of the chocolate bar,
contains security essentials applicable to all
financial technology companies, regardless
of their business model.
The triangular peaks then represent specific
requirements that depend on the business in
which a company is active (e.g. payments or
lending). FinTechs need to identify any industryspecific requirements and ensure these are
incorporated in their security management
system (an example of this would be the
Payment Card Industry Data Security
Standards [PCI DSS] requirements).12

Figure 2 – The tiered approach to cybersecurity controls
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5. Criteria for chosing
base-level frameworks
When developing the bottom layer of the
chocolate bar, the members of the Forum’s
FinTech Cybersecurity Consortium developed

5.1

criteria to identify high-potential sources for
baseline security controls. These criteria were
informed by the considerations below.

Considerations in developing criteria
for controls and assessment frameworks

When building criteria for base-level control
frameworks, the Forum’s FinTech Cybersecurity
Consortium noted that challenges to creating
cybersecure commercial partnerships range
across technology, regulatory oversight, expertise
and metrics, and also affect collaboration,
as highlighted in the previous white paper,
Innovation-Driven Cyber-Risk to Customer Data
in Financial Services.13
When looking at a starting point for FinTechs
hoping to apply cybersecurity controls and
assessments, what needs to be considered?
What factors should a controls framework
account for?
Variation in needs
Cybersecurity requirements are not fixed. At
the Cybersecurity Consortium Working Group’s
discussions in 2018–2019,14 a recurring theme
was that cybersecurity requirements will vary
for FinTechs based on maturity, jurisdictions
served, services offered and the changing nature
of cyberattacks over time. FinTechs need to
understand what security requirements fit their
specific circumstances now, as well as the
steps they need to take for the future as
they expand and grow.

Risk management priorities can diverge…
Young companies with limited service offerings
and resources adopt cybersecurity standards
only as needed to meet compliance obligations
or to address well-known industry-level threats.
Adoption tends to reflect these companies’
growth paths and threat perception. Different
FinTechs have very different starting points in
terms of their understanding of cybersecurity
and the compliance requirements of prospective
incumbent partners.
…and converge
Established financial services providers and
FinTechs have different perspectives on
risk and risk management. However, they
generally share the cybersecurity-related
tenets of confidentiality, integrity and availability
of customer data, and company data as a
means for business optimization, business
continuity and consumer protection. These
common objectives apply to data at the highest
level, as an ultimate objective for an effective
cybersecurity programme, cascading down
to applications, systems and networks.

Systems of Cyber Resilience: Secure and Trusted FinTech
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Regulatory oversight
Even when a FinTech is not directly subject to
regulatory oversight, it is likely to be supplying
services to regulated entities. Every FinTech
will have some regulatory footprint, which it will
need to consider before it can enter the market.
These requirements should be captured and
understood early in the product life cycle.
Because security needs are influenced by so
many factors, it is difficult to develop a onesize-fits-all approach that goes beyond baseline
measures. It also suggests that an adaptable,
business-driven and threat-based approach
to controls is preferred to a more static
capability-driven approach.

Assessing controls and measuring their
impact on the business
Information security teams in FinTechs need to
understand what their organization does and for
what purpose when they start to develop their
resilience plans. This sounds obvious, but many
firms, not just those in financial services, have
placed information security teams in an
isolated position, making it difficult for them
to understand the business value of the
assets they are asked to protect.
Control metrics and systems of corporate
governance that spread responsibility for
cybersecurity risk management across an
organization will support collaboration between
information security and business teams. This
then helps organizations prioritize the assets
they need to protect, implement appropriate
cybersecurity controls and demonstrate to
potential commercial partners that they are
managing cybersecurity risks at an
acceptable and appropriate level.

Return on investment
Building a robust security programme – important
for organizations that depend on deterring even a
single cyberbreach in order to maintain business
credibility – can be very costly to deploy and can
take a significant amount of time to complete.
Return on investment is an important incentive
for cyber-security best practice, particularly in
growing companies for whom resources may
be scarce. Smaller FinTechs should see clear
16
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benefits when they apply resources to identifying
and implementing the most effective security
controls. If niche FinTechs are more secure, these
FinTechs’ commercial partners are more secure.
As FinTech founders balance a number of
business needs, they may not prioritize security
considerations in their product development.
An effective assessment framework can instil a
sense of urgency, as IT security teams can put
clear risk data in front of senior decision-makers
and show how cybersecurity risk affects the
commercial viability of a product.
FinTechs need to know that allocating budgets
to cybersecurity will not only make them more
secure but also enable them to be seen by
potential commercial partners as sufficiently
secure to work with.
An effective risk-based controls framework
begins with a route to a satisfactory security
posture but it should help a FinTech demonstrate
adequate security maturity to a prospective
client or partner, particularly where that partner is
subject to regulatory oversight.

Cyber resilience across the supply chain
A FinTech can test the cyber resilience of a
product it provides, but this will have limited
value if the organization acquiring that product
does not also stress test the dependencies
the product creates for them. For example, a
FinTech might need to demonstrate redundancy
planning to avoid downtime during the most
likely scenarios of cyberattack; the organization
purchasing the product would need to test its
own ability to respond if the FinTech suffered a
serious outage of service.
Financial institutions are highly interlinked. An
understanding of an organization’s role in the
wider financial services ecosystem should be
incorporated into its cybersecurity resilience
planning. Planning for and conducting business
continuity and resilience exercises, including
the identification of third-party risks,15 is a
shared responsibility between FinTechs and
established financial services providers.16 Shared
responsibilities are easier to manage if based on
a common standard accepted by established
firms and FinTechs alike.17

Framework proliferation
The proliferation of cybersecurity frameworks
and regulations makes it difficult for some
FinTechs to understand where to start and
what the consequences of their choices
might be for future commercial partnerships,
cross-border growth or technical debt.
Smaller FinTechs may find it challenging to
determine an effective approach to evaluate
and improve their cybersecurity readiness.
This also affects established financial services
providers, who may wish to partner with them.
A global standard for FinTech cybersecurity
becomes necessary to enable partnerships
and would equally benefit young technology
companies, providing a measure of what level of
security to aim for.

Base-level security controls –
a common thread that allows
for tailored solutions
There is a tension
between the trend
of modularization
of financial services
and the system-wide
benefits of creating a
universally applicable
set of baseline security controls with a
common means of assessment.
At more advanced levels, financial services
providers do require a tailored approach to
the design of security controls. However, if
a FinTech is tailoring all of its controls, then
its business partners can tailor all of their
requirements, and this greatly lowers the
return on investment in security controls
as it limits the number of commercial
partnerships they provide. Many products,
services and companies are unique, but
the base-level controls needed to secure
IT assets need not be.

Criteria for baseline
cybersecurity control
frameworks
The considerations above led to the creation
of particular criteria:

– Applicable anywhere: Applicable in multiple
jurisdictions – an effective baseline framework
should be applicable in any jurisdiction, either
because the controls are generic to multiple
sectors or because they take account of
regulatory requirements in the world’s primary
financial services hubs.

– Controls map to commonly accepted
cybersecurity standards and financial
services regulation: The framework
clearly maps common information security
standards, industry standards and relevant
regulatory requirements to the controls it
contains.

– Tiered to maturity level: The framework
should be tiered to the size and maturity of
an organization, creating a clear pathway
towards ever more sophisticated controls as
the need for them arises.

– Prioritized: Controls are prioritized or the
framework supports FinTechs in assessing
how to prioritize the implementation of
controls in their organization.
Systems of Cyber Resilience: Secure and Trusted FinTech
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– Implementation tools: The framework’s
curators have developed or are developing
tools that support FinTechs in evidencing the
implementation of controls and measuring
their effectiveness.

– Self-assessment: A self-assessment model
is built around the framework.

– Peer-to-peer comparison: The framework’s
curators provide data that allows FinTechs to
understand their position in relation to their
peers. This encourages underperforming firms
to invest in cybersecurity.

– Regular update cycles: Framework curators
have a clear programme for enhancing and
updating controls and tools over time.

– Potential for external validation: The model
links to a third-party assessment or audit
programme that verifies the self-assessment
and facilitates partnering between FinTechs
and established financial services providers.

– Scalable: The framework has the potential for
scaling, including indications of support from
major financial services regulators, central
banks or international organizations with
responsibility for safeguarding the resilience of
the financial system.

6. Candidate frameworks
Based on the criteria above, the Consortium
focused on the Center for Internet Security Top
20 Critical Security Controls (CIS CSC 20) and
the Financial Services Cybersecurity Profile (FSC
Profile)18 for baseline security controls.

A detailed comparison of these frameworks
against the Criteria for Baseline Cybersecurity
Control Frameworks is in Appendix 1 (CIS CSC
20) and Appendix 2 (FSC Profile) of this report.

Figure 2 (Revisited) – The tiered approach to cybersecurity controls

18
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7. Center for Internet Security
Top 20 Critical Security Controls
Figure 3 – Common, minimum standards and controls across all market activities

7.1

CIS CSC 20: overview

The CIS CSC 20 controls, currently in version
7.1, can be applied in any jurisdiction. They
are presented in priority order, use relatively
simple language and offer themselves
as a layered set of building blocks within
a security roadmap for FinTechs.

7.2

This CIS CSC 20 recognizes that increasing the
complexity of controls doesn’t necessarily provide
better security. Organizations should initially
focus on a smaller set of practices that provide
both high security value as well as a foundation
for a more advanced and tailored defence.

CIS CSC 20: benefits to FinTechs

Simplicity

Prioritization

The simplicity of the CIS CSC 20
recommendations is in their favour. Using
the CIS CSC 20, the control environment
needs to become more sophisticated only
as the organization’s business and technical
environment becomes more complex, as a firm’s
understanding of its risk environment warrants
more defensive effort or as an increase in its size
or the range of services offered requires it to
comply with an increasing number of standards.

The CIS CSC 20 provides a prioritized list of
controls based on a regularly updated set of
common cybersecurity risks. This model provides
clear efficiencies for firms with limited resources.

Ease of implementation
The suite of self-assessment and implementation
tools built around the CIS CSC 20 is continuously
improved and has shown itself adaptable to
commercial activities such as mergers and
acquisition (see case study in Appendix 2). This
makes it an attractive starting point for lowmaturity FinTechs looking for a clear pathway to
enhanced cybersecurity.
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7.3

CIS CSC 20: limitations for FinTechs

Controls do not map to financial services cybersecurity regulations
CIS controls do not immediately allow FinTechs to comply with financial services regulations and are not
sufficient for many types of partnership with regulated financial services firms, nor are they sufficient for
offering financial services to customers.

7.4

CIS CSC 20: conclusion

The CIS top 20 Critical Security Controls provide
effective foundational security and a clear
roadmap for FinTechs wishing to build a robust
cybersecurity programme. If the CIS CSC 20
controls were widely implemented, the level of
resilience across the financial system would be
greatly improved.
However, the CIS CSC 20 are not designed to
map specifically to financial services providers
or the regulations to which financial services
providers are subject. Tools to make the CIS CSC

20
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20 more readily applicable to financial services
are under development. In the meantime, the CIS
CSC 20 do not directly support compliance with
financial service regulations so are not generally
sufficient for partnerships with established
financial services firms.
An examination of how the CIS CSC 20 controls
compare against the Criteria for Choosing BaseLevel Frameworks is in Appendix 2 to this report.

8. The Financial Services
Cybersecurity Profile
8.1

Financial Services Cybersecurity Profile: Overview

The Financial Services Cybersecurity Profile (the
FSC Profile) aggregates cybersecurity regulatory
requirements from several regions, identifies
where requirements are shared and creates
diagnostic statements that describe the
desired end state that a firm needs to reach
in order to be compliant.

These diagnostic statements are then mapped
to cybersecurity frameworks such as the
National Institute of Standards and Technology
(NIST)19 and International Organization
for Standardization (ISO) 27000 so that
organizations have a reference point for
the implementation of controls.

Systems of Cyber Resilience: Secure and Trusted FinTech

21

The underlying structure of the FSC Profile ties
back to the five core categories of NIST (identify,
protect, detect, respond and recover) as well
as two additional categories (governance and
supply chain management) derived from CPMIIOSCO’s 2016 Guidance on Cyber Resilience for

Financial Market Infrastructures20 and financial
service regulatory issuances.
From May 2020 the FSC Profile will be
maintained by an industry-funded non-profit, the
Cyber Risk Institute.21

Figure 4 – Tiered approach 2: common, minimum standards
and controls mapped to FS regulatory requirements

8.2
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FSC Profile: benefits to FinTechs

The FSC Profile facilitates regulatory
compliance

The FSC Profile facilitates commercial
partnerships

The FSC Profile streamlines the process of
complying with varying regulatory regimes and
is adapted for markets in North America, Europe
and Asia-Pacific. This efficiency enables growing
FinTechs, which are often subject to multiple
regulatory regimes even in their early stages,
to move their focus from compliance activity to
protecting their clients and assets.

Because the FSC Profile maps to financial
services regulations and has the support of major
US and European financial services firms,23 it
will facilitate many types of partnership between
FinTechs and regulated financial services firms
operating in these regions. It has the potential to
be scaled globally as it integrates regulations from
more regions through its regular update process.

It synthesizes more than 2,300 cyber regulatory
provisions into a set of 277 diagnostic
statements mapped back to those provisions,
which are then further narrowed by the
implementing firm’s impact on the economy
should it be felled by a cyber incident. In the
lowest-impact tier, at which many smaller
FinTechs would sit, the number of diagnostic
statements has been narrowed to 145.22

Several of these organizations have reiterated a
commitment to applying the profile through their
membership of the Cyber Risk Institute and have
committed to applying the profile internally and in
their dealings with third parties.24 This guaranteed
minimum level of industry support expands
the profile’s potential to provide a return on
investment to FinTechs in the form of a mutually
understood approach to cybersecurity controls.
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Enhanced guidance and tools to support
implementation

supervisory bodies that wish to examine a
regulated firm’s cybersecurity using the profile.

The Cyber Risk Institute has outlined a threeyear plan to enhance its maturity model, develop
controls implementation and self-assessment
tools, accelerate adoption of the profile’s
use across the private sector and to support

With the addition of further guidance and
implementation tools, the profile has the potential
to become a roadmap for FinTechs wishing
to expand and do business with established
financial services providers.

8.3

FSC Profile: limitations for FinTechs

Relative complexity of the profile
The integration of regulatory requirements25
into the FSC Profile is desirable but creates a
larger set of minimum requirements than would
exist absent regulatory considerations. CIS
CSC 20, for example, is not tied to regulatory
requirements and thus presents a smaller, more
digestible menu of controls to implement.
The FSC Profile aims at cyber resilience through
regulatory compliance. This adds a layer of
complexity to the diagnostic statements as
they must be mapped to regulations and then
cross-referenced to cybersecurity sources, such
as the NIST CSF and ISO 27000 series. For a
low-maturity company, this can obscure the
purpose of the diagnostic statement and make
it difficult to understand how to implement the
required controls. We acknowledge the Cyber
Risk Institute’s plans to develop guidance for
implementation and evidencing compliance with
the profile’s diagnostic statements.

Volume of controls
The FSC Profile greatly reduces the number of
regulatory requirements that a FinTech might
need to review. Nonetheless, there are many
in-scope controls – they can range in number
from 136 to 277 depending on the potential
geographical impact of the firm (from localized
to super-national).26

Difficult to prioritize and implement
diagnostic statements
Many controls are people and process-oriented,
with the FSC Profile being light in terms of
technical controls that are the most problematic
for FinTechs to prioritize and implement.
The FSC Profile’s control statements as
presented imply equal importance for each
control. There is no prioritization, sequencing or
implementation group that would lend itself to
building and executing a security improvement
roadmap in a small FinTech. At the time of
publication, the Cyber Risk Institute was
developing an enhanced maturity rating
and weighting system to remedy this.

Support tools are not yet ready
Self-assessment tools are currently under
development. In its current v1.0 form, the FSC
Profile scoring for a control statement is limited
to yes, no or N/A.
Examples of evidence that could be provided to
help demonstrate that a control is in place and
operating effectively are not yet available to use.
However, these are under development.

Systems of Cyber Resilience: Secure and Trusted FinTech

23

8.4

The Financial Services Cybersecurity Profile: conclusion

With the launch of the Cyber Risk Institute in
May 2020, the FSC Profile is at an inflection
point in its development. As further guidance and
implementation tools are added – as the Cyber
Risk Institute indicates will occur – the profile will
grow in relevance and applicability to FinTechs.
The FSC Profile streamlines the process of
complying with multiple and varying regulatory
regimes. This efficiency enables FinTechs to
focus their efforts on protecting their clients and
assets rather than on compliance activity.
The FSC Profile is structured to assist financial
institutions in assessing their cybersecurity
risk-management governance, processes,
capabilities, and regulatory compliance posture. It
goes beyond the technical cybersecurity controls
seen in the CIS CSC 20.
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These extra layers, many of which are specific
to regulated entities in financial services, mean
that the FSC Profile adds value for its users
and potentially for financial supervisors and
examiners. Inevitably, these layers also add
complexity, and low-maturity FinTechs may find it
more effective to begin their foundational work by
using the CIS CSC 20.
The new custodian of the profile, the Cyber
Risk Institute, has funded plans that could
reduce the challenges faced by low-maturity
FinTechs and other small financial institutions.
Nonetheless, based on the currently available
version of the profile, the CIS CSC 20 is preferred
for foundational work on cybersecurity controls.
Once this is defined and underway, then the
profile can be used to help take the security
programme to the next level.

9. Conclusion
The Consortium believes that the security of the
wider financial system requires the acceleration
of FinTechs’ access to methodologies for
identifying cybersecurity risks and applying the
practical steps needed to mitigate them. These
methodologies should be scalable, meaning they
can be applied across borders so that a FinTech
can use recognized cybersecurity best practice
to facilitate entry to new markets and grow
securely as it expands.
To support the effective implementation of
controls, a holistic security management
system should be developed that accounts for
the interplay between controls, assessment,
metrics and regulation. This would enable
growing companies to map security controls
to the assets and processes that provide value
to their business, as well as their partners and
customers. In turn, this will support them in
prioritizing their resources as they define, build
out and adapt their security programmes.27
The starting point for this is an effective riskbased controls framework and assessment
procedure that includes common guidance on
the choice and implementation of a recognized
set of cybersecurity controls for FinTechs.

The solution should start with baseline
requirements for controls and assessment but
provide an increasing complexity of controls as
organizations develop and their cybersecurity
risk-management requirements mature.
Cybersecurity controls require regular adaptation
as technology, threats and business models
change. Controls are granular, specific to the
assets they are meant to protect, and may
have a limited shelf life. Consequently, we
recommend that cybersecurity controls should
be defined by financial services providers, where
the expertise and funding can be deployed at
speed, in consultation with cybersecurity experts
from other sectors, governmental agencies and
relevant civil-society organizations.
The findings of the World Economic Forum’s
FinTech Cybersecurity Consortium provide a
starting point and set a challenge to continue
building towards a security management system
that enables FinTechs to be the engine of
innovation the industry is looking for.

Figure 5 – The tiered approach to cybersecurity controls with consideration criteria
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10. Appendix 1: The CIS CSC
20 vs. base-level controls criteria
Figure 3 (Revisited) – Common, minimum standards and controls across all market activities

Applicable anywhere
The CIS CSC 20 can be applied to any business
sector in any jurisdiction.

Controls map to accepted standards
and regulation
The CIS CSC 20 do not map to financial services
regulation. They are designed to support
technical security and not regulatory compliance.

The CIS CSC 20 is tiered to maturity levels,
called implementation groups, based on an
organization’s size, resources and the sensitivity
of data an organization is responsible for
protecting. This provides a roadmap for growth
that supports the development of cybersecurity
controls implementation time.

Prioritization
CIS CSC 20 offers a prioritized set of actions
to protect organizations and the data of
organizations from known cyberattacks.

Tiering
Self-assessment
The CIS Controls Self-Assessment Tool (CSAT)
is a free web-based tool that helps organizations
assess their current implementation of the CIS
CSC 20 and track how their implementation
changes over time.
Results can be exported in different formats,
including slides, to facilitate discussions with
business leadership and non-technical teams.
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CIS CSAT: beyond self-assessment
A US-based member of the Forum’s FinTech Cybersecurity Working Group adapted the CIS
Critical Security Controls (CSC) framework for use, but also as a key element of a merger and
acquisition project.
During due diligence of an Asia-Pacific acquisition target, the CIS CSC was used as a basis for
security due diligence questions that were general enough to be portable across regions and
service offerings, but specific enough to provide real insight into the maturity of the target’s security
controls.
After the acquisition was closed, the CIS Controls Self-Assessment Tool (CSAT) was used to
perform a gap analysis and to build a joint remediation plan. The structure of the CSC framework
enabled the firms to build a practical and achievable plan since the controls are prioritized,
assessed against a maturity model and described in clear, understandable terms. Since the CIS
CSC was used by both parties as a source of baseline security controls, it formed a common
language that helped accelerate the integration of their security programmes.

Implementation tools: measuring the
effectiveness of controls implementation
The CIS CSC 20 Controls Assessment
Specification as applied to financial services
The CIS maintains a Controls Assessment
Specification (CAS) that is sector-agnostic and
can be built upon to provide sector-specific
metrics for the financial services sector.
The CAS aims to provide a common
understanding of what to measure in order
to verify that CIS sub-controls are properly
implemented. In order to support as many
different types of organizations and sectors
as possible, it does not comment on “how
to measure”.

Peer-to-peer comparison
The CIS CSC CSAT tool can be used to create
industry averages as a point of comparison
against peers in each sector.
Aggregate scores from users provide data that
CIS can use to help improve future versions of
the CIS Controls as well as furnishing information
security and compliance teams with a clear
industry comparison that they can provide to
their executive board. This helps boards clarify
where and why they need to release resources to
information security teams.

To optimize the measurement of the CSCs, it
must be as automated as possible. At the time
of publication, CIS is engaging with software
security vendors and governance, risk and
compliance vendors to implement CAS within
their tooling before the end of 2020. This is a
positive development that could greatly
enhance the utility of the CIS CSC 20
framework to FinTechs.
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Table 1 – Highest-scoring sub-controls
Rank

Sub-control title

Average crosssector score

Implementation group
(maturity tier)

1

Ensure anti-malware software and signatures
are updated

81.42

1

2

Use centrally managed anti-malware software

80.00

2

3

Employ the Advanced Encryption Standard
(AES) to encrypt wireless data

79.69

1

4

Create separate Wi-Fi network for untrusted
devices

78.53

1

5

Maintain an inventory of authorized wireless
access points

76.75

2

Table 2 – Lowest-scoring sub-controls
Rank

Sub-control title

Implementation group
(maturity tier)

171

Create a test bed for elements not typically
tested in production

12.50

2

170

Use an active discovery tool to identify
sensitive data

13.78

3

169

Use dedicated workstations for all
administrative tasks

14.92

3

168

Enforce access control to data through
automated tools

15.05

3

167

Perform periodic red team exercises

15.33

3

Regular update cycles

Potential for external validation

The CIS CSC 20 controls are maintained by
the US-based non-profit Center for Internet
Security.28 They are regularly updated and are
currently on version 7.1.

Many organizations use the CIS Critical Security
Controls (CSCs) to prove to auditors that
they meet requirements in multiple regulatory
frameworks as well as to improve cybersecurity
within their enterprise.

The CSAT tool is subject to ongoing
improvements to support ease of use.29

28

Average crosssector score
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Scaling
The CIS CSC 20 controls framework has the
potential for scaling, including indications of
support from major financial services regulators,
central banks or international organizations with
responsibility for safeguarding the resilience of
the financial system.
In August 2019, the United States Federal
Financial Institutions Examination Council
(FFIEC) made a call to standardize approaches
to assessing cybersecurity preparedness.30 The
FFIEC’s call referenced CIS CSC 20 alongside
the FFIEC’s own cybersecurity assessment tool,

the FSSCC Cybersecurity Profile (discussed
later in this report) and the NIST
Cybersecurity Framework.
The CIS CSC 20 has also been mentioned as
a prominent standard by CPMI-IOSCO and the
Alliance for Financial Inclusion.31
While the CIS CSC 20 is not generally sufficient
to comply with financial services regulatory
requirements, it remains a stepping stone
towards compliance and an applicable baseline
from which to build cybersecurity controls
implementation tools and implementation
guidance for FinTechs.
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11. Appendix 2: The FSC Profile vs.
base-level controls criteria
11.1

The future of the Financial Services Cybersecurity Profile

The FSC Profile was developed via a financial
services industry body, the Financial Services
Sector Coordinating Council for Critical
Infrastructure Protection and Homeland Security
(FSSCC) in the United States. It was released in
October 2018.
From 2020, intellectual property rights over the
FSC Profile sit with a financial services sectorfunded non-profit, the Cyber Risk Institute.32

The growth strategy for the FSC Profile: build,
use, educate and integrate
The Cyber Risk Institute has committed to
keeping a free-to-access spreadsheet version
of the FSC Profile, to integrating additional
regulatory regimes from across the globe and
developing guidance for firms and regulators
to assist in its use and acceptance. It also has
plans to offer an enhanced FSC Profile user
interface to its members and continues to meet
with interested financial supervisors to explain
the FSC Profile’s benefits to the regulators and
provide training for its use. Cyber Risk Institute
members have committed to using the profile
for their own self and regulatory assessment
purposes and in their own business activities
and partnerships.

Figure 4 (Revisited) – Tiered approach 2: common, minimum standards
and controls mapped to FS regulatory requirements
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11.2

The FSC Profile vs. base-level controls criteria

Applicable anywhere

Self-assessment

The FSC Profile v1.0 maps to most regulations
in North America and a smaller proportion of
regulations in Europe and Asia-Pacific. Beginning
in 2020, the Cyber Risk Institute plans to
incorporate three to five pieces of international
(non-US) regulation per year. This will expand the
geographical application of the FSC Profile.

The Cyber Risk Institute has committed
to developing a diagnostic-statement-bydiagnostic-statement guide with examples of
effective evidence that institutions can use to
support self-assessment and
external examination.

Controls map to accepted standards and
regulation
The FSC Profile synthesizes more than 2,300
regulatory provisions into 277 diagnostic
statements. These statements are mapped to
financial services regulations and then crossreferenced to notable cybersecurity frameworks
such as the NIST Cybersecurity Framework, the
ISO 27000 series, the CIS CSC 20 and others.

Tiering
The profile is tiered based on the impact a firm
would have on the financial system if it were
felled by a cyber incident. The four tiers – tier
1: national/super-national impact; tier 2: subnational impact; tier 3: sector impact; and tier
4: localized impact – are determined through
a nine-question questionnaire that bases
its determinations on existing governmental
designations (e.g. Global Systemically Important
Bank [G-SIB] and Global Systemically Important
Financial Institution [G-SIFI]), geopolitical risk,
consumer impact and interconnectedness.

Peer-to-peer comparison
Not available in v1.0 of the FSC profile.

Regular update cycles
The profile is updated on a regular basis on the
recommendations of the Cyber Risk Institute’s
members. Full updates to the profile are to be
provided every two to three years.

Potential for external validation
The Cyber Risk Institute has committed to
educating financial services supervisors and
cybersecurity examiners in government agencies
in assessing against the profile. This creates a
high potential for effective external validation.

Scaling
The FSC Profile controls framework has the
potential for scaling, including indications of
support from major financial services regulators,
central banks or international organizations with
responsibility for safeguarding the resilience of
the financial system.
In August 2019, the United States Federal
Financial Institutions Examination Council
(FFIEC) made a call to standardize approaches
to assessing cybersecurity preparedness.33 The
FFIEC’s call referenced CIS CSC 20 alongside
the FFIEC’s own cybersecurity assessment tool,
the FSSCC Cybersecurity Profile and the NIST
Cybersecurity Framework.
The FSC Profile has also been mentioned as a
prominent standard by CPMI-IOSCO and the
Alliance for Financial Inclusion.34
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12. Appendix 3: The role of industry
and public-private initiatives
This report concentrates on FinTechs because
of their increasing importance to the security
of the financial system. As technological and
policy changes lead financial services to become
more modularized, with client data and assets
spread across multiple providers, we expect the
importance of FinTechs creating a cyber-resilient
financial system to increase.
However, enhancing cyber resilience across
financial services is about more than controls
and assessment. It requires the education and
protection of smaller service providers. Industry
groupings and public-private coalitions have
an important role to play in educating and
supporting smaller traditional organizations
such as credit unions, building societies
and merchants.
General-purpose toolkits provide accessible
guidance on cybersecurity that goes beyond the
specifics of controls frameworks. The CapacityBuilding Tool Box for Financial Organizations 35
developed via the Carnegie Endowment for
International Peace, with support from the SWIFT
Institute, the Financial Services Information
Sharing and Analysis Center (FS-ISAC),
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the Cyber Readiness Institute, the Global Cyber
Alliance, the International Monetary Fund and
Standard Chartered Bank, distils depth and
breadth of expertise into short, achievable onepage guides for low-maturity businesses.
Guidance specific to particular areas of
financial services is often developed by industry
associations, such as the Payments Card
Industry (PCI) Security Council series on Data
Security Essentials for Small Merchants, which
includes the Guide to Safe Payments,36 and
provides accessible and achievable guidance
that protects merchants and customers
without requiring a sophisticated information
security department.
Individual corporate initiatives such as the
Mastercard Accelerate37 and Start Path38
programmes provide support for start-ups and
emerging brands at every stage of their growth
and transformation.
Cybersecurity is collaborative and the
recommendations in this report are intended
to benefit from and support ongoing initiatives
elsewhere in the financial services sector.
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